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Abstract—A fault tolerance system is required for developing highly reliable computing systems that can function under 
adverse conditions, which is indispensable in safety critical applications. Fault tolerance is a major research issue in computing 
system designs because of the difficulty in producing error-free computing systems. This paper presents the recent 
development of software fault tolerance techniques and compares the performance of different software fault tolerant 
techniques and provides future research directions. 
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1 INTRODUCTION

AULT tolerance is a major research area in computer 
system design because computers affect every aspect 
of modern life. Thus computing systems are required 

to operate without interruption for a long period of time. 
Fault tolerance makes systems capable of being operated 
in faulty conditions and protects against accidental or 
malicious destruction of information and generating er-
roneous output. It also ensures that confidential informa-
tion cannot be divulged unintentionally. On the other 
hand, software is a key part of several critical applica-
tions, such as flight control systems and medical systems, 
as well as in real time systems. Therefore the researchers 
aim to develop fault tolerant software systems.  

Despite the widespread use of software, it is extremely 
difficult to develop flawless software. In practice, at the 
end of the software testing phase, project managers assess 
software reliability (or quality) to fulfill a desired target. 
However, there is always the possibility that faults may 
be discovered later. This paper presents existing software 
techniques, identifies the limitations of these techniques 
and endeavours to provide solutions and further research 
directions in this area. Section 2 defines the important 
fault tolerant concept and terminology.  In section 3, exist-
ing software fault tolerance techniques are presented. 
Section 4 discusses software fault detection techniques. In 
section 5 we identify certain limitations of existing fault 
detection and tolerance techniques, and present solutions 
and future research directions. 

2 TERMINOLOGY  
Important terminology related to fault tolerance include 

[1]: 

a) Fault 
Fault is defined as an incorrect state of hardware or 
software resulting from physical defects, design flaws 
or operator error.  

b) Fault Models 
Depending on the system’s behavior once a fault has 
occurred, the faults are characterized into different 
groups or classes.  

c) Error 
An error is part of a system state that may lead to a 
failure, or the manifestation of a fault.  

d) Failure 
When a system or a module is designed, its behavior 
is specified. When it is in service, we can observe its 
behavior. If the observed behavior differs from the 
specified behavior it is referred to as a failure. Failure 
is also the system level effects of an error. 

e) Crash Failure 
A process undergoes crash failure when it perma-
nently ceases to execute its actions. This is an irre-
versible change, excluded from napping failures, 
where a process may play dead for a finite period of 
time before resuming operation. In fail-stop models, 
neighbors (processes) detect the faulty process, which 
crashes. 

f) Omission Failure  
Consider a transmitter process sending a sequence of 
messages to a receiver process. If the receiver does 
not receive some of the messages sent by the trans-
mitter, an omission failure occurs. 

g) Transient Failure 
The agent inducing this failure may be temporarily 
active, but it can make a lasting effect on the global 
state. The failure can affect the global state in an arbi-
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trary manner. 

h) Byzantine Failure 
A process behaves arbitrarily when a Byzantine fail-
ure occurs. It represents the weakest of all failure 
models as it allows every conceivable form of errone-
ous behavior.  

i) Software Failure 
In some cases, the execution of a program suffers 
from the degeneration of the run-time system due to 
‘memory leaks’, leading to a system crash. There may 
be problems with the adequacy of specifications, as 
occurred during the ‘Y2K’ problem. Many of the fail-
ures, such as crash, omission, transient, or Byzantine 
can be caused by software bugs.  

j) Temporal Failure 
Real time systems require actions to be completed 
within a specific time period. When this timestamp is 
not met, a temporal failure occurs. 

k) Software Reliability 
According to ANSI’s definition, software reliability 
is defined as the probability of failure-free software 
operation for a specified period of time, in a speci-
fied environment. 

3 SOFTWARE FAULT TOLERANCE TECHNIQUES 

In this section we present a number of software fault to-
lerance techniques [1], [2]. Software fault tolerance is bas-
ically divided into two groups: single version and multi-
version software techniques. Single version techniques 
are concerned with single software by adding several 
types of mechanisms during the design phase, with a goal 
to detect, contain, and handle errors. Multi-version fault 
tolerance techniques use multiple versions of the same 
software in a structured way to ensure that design faults 
in one version do not cause system failure. Different 
software fault tolerance techniques are discussed below.  

3.1 Single Version Software Fault Tolerance 
Techniques 

Single-version fault tolerance is based on the use of re-
dundancy applied to a single version of a piece of soft-
ware to detect and recover from faults. Among others, 
single-version software fault tolerance techniques include 
considerations of program structure and actions, error 
detection, exception handling, checkpoint and restart, 
process pairs, and data diversity. 

3.1.1 Software Structure and Actions 
The software architecture provides the basis for the im-
plementation of fault tolerance. Various types of software 
structure and actions are available. Among them, the 
most popular techniques include: Modularizing, Parti-
tioning, System Closure, and Temporal Structuring. The 
use of modularizing techniques to decompose a problem 
into manageable components is as important to the effi-
cient application of fault tolerance as it is to system de-

sign. Partitioning is a technique for providing isolation 
between functionally independent modules. System clo-
sure is a fault tolerance principle stating that no action is 
permissible unless explicitly authorized. Temporal struc-
turing of the activity between interactive structural mod-
ules is also important for fault tolerance. 

3.3.2 Checkpoint and Restart 
For single-version software, there are few recovery me-
chanisms. The most useful mechanism is the checkpoint 
and restart mechanism. A restart or backward error re-
covery  (Figure 1) has the advantage of being indepen-
dent of the damage caused by a fault, applicable to unan-
ticipated faults, general enough to be used at multiple 
levels in a system, and conceptually simple. There are two 
types of restart recovery: static and dynamic. A static res-
tart recovery is based on returning the module of soft-
ware to a predetermined state. This can be a direct return 
to the initial reset state, or to one of a set of possible 
states. The selection is based on the operational situation 
at the moment the error detection occurred. Dynamic res-
tart uses dynamically created checkpoints that are snap-
shots of the state at various points during the execution. 
Checkpoints can be created at fixed intervals or at par-
ticular points during the computation, determined by an 
optimization rule. 

 

Figure 1: Logical Representation of Checkpoints and Restart 

3.3.3 Process Pairs 
A process pair uses two identical versions of software 
that run on separate processors (Figure 2). The recovery 
mechanism is checkpoint and restart. Two types of pro-
cessors, namely primary and secondary processors, are 
used in this technique. Primary processors actively 
process the input and create output, as well as generating 
checkpoint information sent to the backup or secondary 
processors. 

 

Figure 2: Logical Representation of Process Pairs 
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3.2 Multi-Version Software Fault Tolerance 
Techniques 

Multi-version fault tolerance is based on two or more ver-
sions (or “variants”) of a piece of software, executed ei-
ther in serial or in parallel. The versions are used as alter-
natives (with a separate means of error detection) in pairs 
(to implement detection by replication checks) or in larger 
groups (to enable masking through voting). 

3.2.1 Recovery Blocks 
Fault tolerance techniques are alternate versions of a pri-
mary version of software used and the correct output (i.e. 
from all outputs of a primary version and alternative ver-
sions) is generated by a selection switch and an applica-
tion dependent acceptance test. The recovery block tech-
nique increases the pressure on the specification to be 
specific enough to create multiple functional alternatives 
that are functionally the same. 

 

Figure 3: Recovery Block Model 

3.2.2 N-Version Programming 
N-Version programming [3] is a multi-version technique 
in which all versions are designed to satisfy the same ba-
sic requirements. The correctness of output is determined 
by comparing all outputs (Figure 4). The use of a generic 
decision algorithm (usually a voter) to select the correct 
output is a fundamental difference from the Recovery 
Blocks approach, which requires an application depen-
dent acceptance test. This system can potentially over-
come the design faults present in most software by rely-
ing on the design diversity concept.  

 

Figure 4: N Version Programming Model 

3.2.3  N Self-Checking Programming 
N Self-Checking programming uses multiple versions of 
software, combined with the structural variations of the 
Recovery Blocks and N-Version Programming. N Self-
Checking programming using acceptance tests is shown 
in figure 5. Here, the versions and acceptance tests are 
developed independently from common requirements. 
The use of separate acceptance tests for each version is the 
main difference between the N Self-Checking model and 
the Recovery Blocks approach. 

 

Figure 5: N Self-Checking Programming using Acceptance Tests 

N self-checking programming using n-acceptance tests 
to compare the output for error detection is shown in fig-
ure 6. Like N-Version Programming, this model has the 
advantage of using an application independent decision 
algorithm to select a correct output. This variation of self-
checking programming has a theoretical vulnerability of 
encountering situations where multiple pairs pass their 
comparisons, but with different outputs. 

 

Figure 6: N Self Checking Programming using Comparison 

3.2.4 Consensus Recovery Blocks 
The Consensus Recovery Blocks (Figure 7) approach 
combines N-Version Programming and Recovery Blocks 
to improve the reliability achieved by using just one ap-
proach. The acceptance tests in the Recovery Blocks suffer 
from a lack of guidelines for development and a general 
tendency to design faults that are due to the inherent dif-
ficulty in creating effective tests. The use of voters, like in 
N-Version Programming, may not be appropriate in all 
situations, especially when multiple correct outputs are 
possible. In that case, a voter, for example, may result in 
failure when selecting an appropriate output. Consensus 
Recovery Blocks use a decision algorithm similar to N-
Version Programming as a first layer of decision making. 
If this first layer finds a failure, a second layer using ac-
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ceptance tests similar to those in the Recovery Blocks ap-
proach is invoked. 

 

Figure 7: Consensus Recovery Blocks 

4 SOFTWARE FAULTS DETECTION 
In this paper [2], a number of techniques are proposed to 
detect and recover from transient faults. Transient faults 
(also known as soft errors), unlike manufacturing or de-
sign faults, do not occur consistently. To counter these 
faults, designers typically introduce redundant hardware 
such as RAID architecture, N-modular system, and error 
correcting code (ECC) to detect and recover from faults. 
However the hardware fault tolerant mechanisms are too 
expensive for many markets. On the other hand, software 
approaches to redundancy are attractive because they are 
essentially free of cost.  

4.1 Error Detection by Duplication Instruction 
(EDDI) 

EDDI [4] is a software-only fault detection system that 
operates by duplicating program instructions and using 
the redundant execution of programs to achieve fault to-
lerance. Program instructions are duplicated by the com-
plier and are intertwined with the original program in-
structions. Each copy of the program, however, uses dif-
ferent registers and different memory locations so as to 
not interfere with one another. At certain synchronization 
points in the combined program code, the compiler 
makes sure that the original instructions inserts check 
instructions and their redundant copies agree on com-
puted values. Since program correctness is defined by the 
output of a program, and if we assume memory-mapped 
I/O, then a program is executed correctly. Consequently, 
it is natural to use stored instructions as synchronization 
points for comparison. Unfortunately, it is insufficient to 
use the stored instructions as the only synchronization 
points, since misdirected branches may cause stored in-
structions to be skipped, incorrect stores to be executed, 
or incorrect values to feed a store. Therefore, branch in-
structions must also be synchronization points at which 
redundant values are compared. 

4.2 Software Implemented Fault Tolerance (SWIFT) 
SWIFT [4] is an efficient software-only, transient-fault 
detection technique. SWIFT efficiently manages redun-
dancy by reclaiming unused instruction-level resources 
that are present during the execution of most programs. 
SWIFT makes several key refinements to EDDI and in-

corporates software only signature based control flow-
checking scheme to achieve exceptional fault coverage. 
The major difference between EDDI and SWIFT is that 
while EDDI’s SOR includes memory subsystems, SWIFT 
moves memory out of the SOR, as memory structures are 
already well-protected by hardware schemes such as par-
ity and ECC, with or without scrubbing. SWIFT’s perfor-
mance greatly benefits from having only half of the mem-
ory subsystems. 

5 ANALYSIS AND DRAWBACKS OF EXISTING 
SOFTWARE FAULT TOLERANCE TECHNIQUES 

The methods discussed in the preceding sections are 
mostly used in critical and highly available systems. Fault 
tolerant techniques are highly reliable and available. 
However we found limitations in some software fault 
tolerance techniques. In the single version fault tolerant 
technique, reliability is achieved by sacrificing processing 
time [5]. On the other hand, in multi-version fault toler-
ance technique, the availability and reliability is achieved 
by using redundant components, which results in extra 
costs. Moreover, developing the multi-version software is 
more complex than for normal software [6],[ 7].  

We note that software faults tend to be stated depen-
dent and activated by particular input sequences. Al-
though a component’s reliability is an important quality 
measure for system level analysis, software reliability is 
hard to estimate and post-verification reliability estima-
tion remains controversial. For some applications, soft-
ware safety is more important than reliability and fault 
tolerance techniques used in those applications are aimed 
at preventing catastrophes. Single version software fault 
tolerance techniques include system structuring and clo-
sure, atomic actions, inline fault detection, exception han-
dling, and checkpoint and restart. Process pairs exploit 
the state dependence characteristic of most software 
faults to allow uninterrupted delivery of services, despite 
the activation of faults. Similarly, data diversity aims to 
prevent the activation of design faults by multiple alter-
nate input sequences. Multi-version techniques are based 
on the assumption that software built differently should 
fail differently, and thus, if one of the redundant versions 
fails, at least one of the others should provide an accepta-
ble output. Recovery blocks, N-version programming [8], 
[9], N self-checking programming, consensus recovery 
blocks, and n / (n-1)-variant techniques were presented. 
However special consideration was given to multi-
version software fault tolerance and output selection al-
gorithms. Operating systems must be given special treat-
ment when designing a fault tolerant software system 
because of the cost and complexity associated with their 
development, as well as their complexity for correct sys-
tem functionality. 

6 FUTURE WORK  
Many techniques have been developed to achieve fault 
tolerance in software. Each technique must be tailored 
to the particular application. In this paper, some im-
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portant fault tolerance techniques were reviewed and 
their characteristics identified. Future work may in-
volve using this information to develop new and im-
proved techniques. Attention ought to be paid to data 
diversity rather than design diversity. 

7 CONCLUSION  
This paper reviews existing software fault tolerance 
techniques and investigates the performance metrics of 
these techniques. We identified the characteristics of 
several software fault tolerance techniques. Finally, we 
analyzed the limitations of these techniques. The ap-
plication of these techniques is relatively new to the 
area of fault tolerance. The differences between each 
technique provide some flexibility of application. 
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